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Global AML & KYC Compliance

Keeping up with global regulatory
requirements has been no easy task  
for banks  across the globe. Anti Money 
Laundering (AML), Know Your Customer 
(KYC) and Know Your Customer’s 
Customer, Vendor, Counterparty, etc. 
(KYC) regulation are enforced by many 
different countries at many different 
levels of requirements.

Chief Compliance, Risk and BSA Officers 
are all too familiar with the extensive 
regulations — US PATRIOT Act, FATF, 
FinRa, CFT Etc. that need to be enforced 
at Onboarding and Ongoing as part of  
a robust KYC program. As regulations 
continue to evolve, and regulators 
become more demanding, FI’s are 
accumulating more and more data 
about their customers, making sense  
of the data and having it “tell a story”  
is another story. Yet focusing on a 
common party based network identifier 
and understanding relationships within 
the data is what is needed to create a 
risk aggregated KYC profile.



Page 3

Pre and post TMS 
Transaction Monitoring Systems (TMS) today have  
two challenges. 

False positives — where scenarios in the TMS look at 
transactions only at the account level and look at individual 
transactions, not associated with an originator and 
beneficiary. The lack of beneficiary transaction visibility  
and sometimes the resolution of the entity data, creates 
alerts for transactions that would otherwise be viewed as 
legitimate financial transactions.

False negatives — transactions that belong to the same 
entity or beneficiary, yet are not flagged by the TMS. 
Because the TMS does not associate the multiple accounts 
or transactions being owned or linked to the same entity  
or beneficiary, it does not create an appropriate alert to be 
investigated. These transactions are masked from the TMS 
by the account holders that may have intentionally or 
unintentionally intended to look like accounts owned by 
separate entities. A typical example of this would be CTR 
Structuring in money transfer in multiple transactions  
under $10,000 USD.

Investigative Efficiency 
Investigators review alerts generated by the TMS and  
are provided with financial transaction information that 
generated the alert. This limited transaction information 
typically involves a single standalone transaction and does 
not account for the transaction lifecycle of the funds based 
on the beneficial owner. Often times, multiple transactions 
are assigned to multiple investigators because 
independently the transactions may look suspicious.  
The process above creates significant investigator 
inefficiency, and does not provide an investigator the 
information, or a way in which to visualize the data and 
transaction efficiently.
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Access
Customer data typically resides within each line of business 
within a financial institution. Data resides in multiple  
data warehouses, CRM systems, formats and languages, 
presenting multiple challenges in simply gaining access to 
the data for a consolidated view of your customer data to 
create a profile.

 
 
 
 

Quality
Once the data is accessed, there are a multitude of 
challenges presented. From data being incomplete, 
duplicated, misfielded, misspelled, unformatted, incorrect, 
missing, in a different character set or it’s presented in 
multiple variations or abbreviations (customer names, 
nicknames and name variations, as an example). The lack  
of a normalized, standardized and validated data presents 
significant challenges when data consolidation occurs in 
entity resolution.

Challenges

Linking
Matching account information is extremely challenging at 
multiple degrees of separation. Most organizations are still 
trying to accomplish this step through rigid schemas and 
tables within relational databases — this is extremely 
challenging. Utilizing PII information to identify the 
beneficial owner of accounts is challenging, yet required  
of the FI that is looking to have a holistic view of their 
customer and their associated relationships — not just 
accounts. Consider that PII encompasses names, address, 
DOB, Govt ID; Yet additional PII information can also provide 
valuable link analysis to identify account beneficiary 
relationships — email addresses, phone numbers, alternate 
ID numbers, social handles, passwords, IP addresses, 
company names and addresses.
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Pitney Bowes solves these challenges.

Access  
One of the greatest strengths of our technology addresses 
one of the most challenging facets of providing a holistic 
enterprise view of account owners and beneficiaries —  
accessing data in disparate data sources. Being CRM and 
database agnostic, allows our technology to interrogate 
data that resides in RDBMS databases, flat files, EBCDIC files, 
SAS data files, Hadoop, MS Access Databases, Teradata, 
HDFS, XML, Mainframe, VSAM files, Copybooks, FoxPro, 
Excel, etc. Once accessed and interrogated, we stage the 
data for data quality standards and validation.

Quality
Data quality is a fundamental step in the KYC process that 
often times is overlooked. It is challenging to determine 
proper global formats, accuracy of data, parsing of 
information, identify misspellings and determine data 
validity. The PB technology DQ module understands global 
standards, formatting of data elements, right-fielding of 
misfielded information, correct misspelled information,  
add missing information and understand personal and 
company name variations. PB is also certified in 240 
countries by local postal standards to determine validity  
of address information. The impact of not being able to 
determine the accuracy of an address may require an FI  
to classify a client as “high-risk,” which in itself costs the FI 
hundreds or thousands of dollars annually to monitor each 
and every high-risk client.

Linking
Where FIs utilizing traditional MDM environments with 
relational databases struggle the most, is in understanding 
and linking account relationships at multiple degrees of 
separation. PB is built on graph technology, which allows  
PB to deliver true beneficial ownership of accounts at 
multiple degrees of separation very quickly. Graph,  
which is also used to link relationships by companies  
like LinkedIn, Google and Facebook, allows the FI to 
understand relationships of accounts by linking PII 
information — names, addresses, govt IDs, email  
addresses, phone numbers, IP addresses, passwords etc. 

Pitney Bowes Software, which has for over 30 years  
helped shape the landscape of many global data standards, 
provides solutions to the financial services industry to 
resolve for these challenges. The below is a high  
level overview of where PB provides incremental and 
differentiated value to your current process today.

Value
Value is proven in data accuracy,  
rapid throughput and time market  
and value.

Proven
Technology is advanced, 
comprehensive and proven.  
(version 12)

Modular technology 
which is incremental 
to your current 
deployment

• API’s are open and available to integrate into 
current systems (CRM, TMS, Case Mgt etc.)

• Implementation is typically about 8 weeks

• Does not require “rip and replace” of  
existing systems

• Batch or Real Time

CRM and 
Database Agnostic
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Pre and Post TMS
When information is accessed, cleansed and linked, to create 
a holistic view of a client throughout the enterprise, the 
information can be used to create a single global unique ID 
(GUID) for the person, entity or beneficial owner of multiple 
accounts. Account ownership should also account for 
networks, global network ID (GNID) will allow the TMS to 
view accounts as potentially related to identify suspicious 
activity. PB will associate this information and create a unique 
ID that the TMS can use to utilize party based scenarios 
where the transfer of funds from one account to multiple 
accounts owned by the same or related beneficial owner can 
be identified through a scenario  and potentially not subject 
to an alert, creating less false positives.

In this example, accounts 1-5 are all connected and likely 
owned by the same person(s), entity or beneficial owner. 
Typically, in a relational database environment the accounts 
would be treated separately or accounts would be linked 
through “house-holding” — which is not an effective 
method when complying with AML and CFT laws.

Conversely, understanding the beneficial owner of multiple 
(“unlinked”) accounts and money transfers, a TMS can now 
identify transactions that may collectively look suspicious  
(ex. structuring, or layering) where before the accounts and 
transactions looked to be independent, and therefore they 
didn’t raise any flags.

Linking information pre-TMS allows the TMS to work more 
effectively. Linking information post TMS allows for greater 
efficiency in investigation by combining multiple transactions 
that tell a story regarding the transactions to the investigator.

Investigative Efficiency
PB will deliver efficiency to investigators through:

• Auto data gathering — automate all data required for a 
throughout investigation through data integration.

• Related alert aggregation — the GNID allows all alerts that 
are related to be aggregated and presented to a single 
investigator so that they have a better view and 
understanding of the transaction lifecycle.

• Visualization — A visual representation of the alert, all 
transactions and beneficial owners associated with the 
transaction(s) and how the beneficial owners are related. 
This collective alert visualization will allow for efficiencies 
in the number of alerts an investigator receives, as well as 
a visual template (rather than data in tabular format) in 
which to understand the transactions origin and 
destination to determine whether a SAR should be 
filed — generating significant investigative efficiency.

Example:

Acct. Name Add. Cell 
Phone

Gov.  
ID DOB IP 

Add. Psswd. Work 
Add.

01

02

03

04

05
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Name Address DOB GID Hm Ph Wk Ph C Ph Email Social IP Add PIN Password Device ID Location Etc.

The above illustration demonstrates the PB solution journey to achieving better results in your TMS. Investigators are able to achieve 
efficiency and focus through consolidated alerts and by utilizing a visual and interactive interface to review alerts, modify data queries and 
to provide as a visual aid in the SAR filing to regulators.

For more information on our KYC and AML solutions,  
please visit: pitneybowes.com/aml

• RDBMS databases 
• Flat files 
• EBCDIC files 
• SAS data files 
• Hadoop 
• MS Access Databases 
• Teradata 
• HDFS 
• XML 
• Mainframe 
• VSAM files 
• Copybooks 
• FoxPro 
• Excel

GUID
GNID

False 
negatives

False
positives

Good 
transactions

Find & Access Link AnalysisData Quality
TMS CMS

http://pitneybowes.com/aml
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