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Overburdened by over-screening
When it comes to sanctions screening and watch-list 
filtering, the United States Department of the Treasury 
requires that financial institutions implement processes  
and technologies to identify account owners and 
transaction beneficiaries.

The directive may sound straightforward, but it’s not. To 
comply with this requirement, financial institutions typically 
expend significant effort on unwieldy, redundant processes 
that over-screen both customers and beneficiaries against 
ever-evolving sanctions-and-screening lists. According to 
Richard Stocks, Pitney Bowes Global Solutions Director for 
Financial Crimes, these institutions are “casting the widest 
possible net with the smallest possible holes.” Name 
variations further exacerbate the situation: financial 
institutions must screen for every name variation used by 
their customers. 

Such over-screening inevitably results in a deluge of alerts. 
More than 99 percent of these are eventually resolved as 
benign, Stocks said. However, the situation is not hopeless: 
new technologies and automated processes can help 
financial institutions (FIs) manage sanctions screening and 
watch-list filtering with greater efficiency. 

Drowning in a deluge of lists 
Screening challenges begin with the number and length of 
lists that FIs compare their customers against. In an attempt 
to restrict the flow of cash to certain governments, the 
United States has levied sanctions against dozens of 
countries, along with certain of their citizens and 
corporations. To keep cash and goods from being funneled 
to these parties, the Treasury department has compiled a 
vast array of screening lists. There are “politically exposed 
persons” (PEP) lists and “family members of PEP” lists and 
“known associates of PEP” lists. There are suspected 
terrorist lists and vessels lists and aircraft lists. Large FIs may 
have to screen against hundreds of these. Each screening 
list may contain millions of entries. Plus, because of name 
variations, one entity can alert multiple times to each list. 

Unwieldy screening and filtering    
processes leave FIs “casting the widest   
possible net with the smallest  
possible holes.”

— Richard Stocks, Global Solutions Director for Financial Crimes 

Nations and organizations worldwide publish similar lists. FIs 
must screen against these if the FI or any of its customers 
transact in those nations — no matter how insignificant the 
transactions. If a bank’s only business in South Africa 
consists of a few customers living in Jersey City sending 
money home to Johannesburg, it must screen against lists 
published by South Africa’s Financial Intelligence Centre. 

Screening against all these lists just once would place an 
investigative burden on FIs. But FIs screen at onboarding 
and at time of transactions. They also conduct negative 
media screenings and customer portfolio screenings. 

Lack of entity resolution further complicates already-
unwieldy screening processes. 

Often, FIs will have a mortgage client named “James Robert 
Brown,” a checking account customer named “Jim Bob 
Brown” and a credit card holder named “James R. Brown” 
without realizing these are all the same person. FIs might 
also fail to realize that corporate customers named 
“Vantage Laboratories Inc.” and “VanLabs” are the same 
company. With these name variations, one entity may alert 
several times on each list. 

Coalescing entities for more  
efficient screening 
By consolidating and de-duplicating customer and list 
information, entity resolution solutions help FIs gain control. 
The best of these solutions ingest data from a host of lists, 
regardless of the purveyor, and provide automated, 
standardized audit trails. 



Page 3

Entity resolution algorithms combined with intelligent use 
of reference data can help consolidate name variations into 
a single case. Algorithms scour FIs’ data repositories to 
determine significant pieces of identifying information for 
each of the FI’s customers. For people, for example, they 
look for names, nationalities, addresses and dates of birth.  
If these algorithms determine that “James Robert Brown,” 
“Jim Bob Brown” and “James R. Brown” are all Americans 
with the same date of birth and home address, the FI can 
confidently say they are one person. Once an entity has 
been coalesced, the FI can append a single identification 
number to all three name variations of this James Robert 
Brown. FIs can apply similar entity resolution capabilities to 
the lists themselves, helping rid them of duplicate entities. 

Saving time
Entity resolution solutions can dramatically cut the  
amount of time investigators spend resolving alerts. That 
reduces the amount of money FIs must funnel toward 
investigative departments. 

Consider the James Robert Brown scenario. This man uses 
three variations of his name in his dealings with the 
financial institution. All of these name variations appear on 
the 20 screening lists used by this bank — for a total of sixty 
entries. FI screening systems therefore alert 180 times to 
this one customer. By coalescing various iterations of the 
name “James Robert Brown” into one entity with a unique 
identification number, FIs can reduce the number of alerts 
investigators must resolve for this customer by 66 percent, 
from 180 to 60. 

But 60 alerts can be 59 too many. With the most 
sophisticated entity resolution technologies, investigators 
can resolve the entities appearing on the screening lists 
themselves, receiving only a single alert for this customer. 

How much time can these technologies save an 
investigator? Let’s assume that James Robert Brown is a 
benign entity, and that it takes 15 seconds for an 
investigator to resolve his alerts. Before entity resolution, 
investigators would have spent 45 minutes resolving 180 
alerts to this customer. 

After entity resolution, the investigator would spend only 
15 minutes to resolve 60 alerts. If, after resolving the initial 
alert, the investigator uses technology to automatically 
apply a “benign” ruling to 59 instances of the appearance 
of the name “James Robert Brown,” the time spent 
investigating alerts drops to little more than 15 seconds. 

For maximum value, FIs should work to incorporate entity 
resolution technologies into every phase of their sanctions 
and screening processes. To learn how, contact us.  
Pitney Bowes offers entity resolution solutions that can  
help reduce instances of false-positive alerts, increase 
investigative efficiency and improve compliance efforts.

Get more information
To learn more about entity resolution solutions, visit our 
web site: pitneybowes.com/us/industry/financial-services.
html#AML. 

You can also read this Forbes Insights white paper, 
sponsored by Pitney Bowes: 

Don’t Blame the Transaction 
Monitoring Systems: How a 
Relationship-Based Approach 
Improves AML Compliance and 
Reduces Costs
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