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Department of Administration
Purchasing Division
2019 Washington Street East

State of West Virginia
Master Agreement

CORRECT ORDER NUMBER MUST
APPEAR ON ALL PACKAGES, INVOICES,
AND SHIPPING PAPERS. QUESTIONS
CONCERNING THIS ORDER SHOULD BE

\: Post Office Box 50130
’5‘{; Z ,#"' Charleston, WV 25305-0130 DIRECTED TO THE DEPARTMENT
ST Order Date: 07-07-2026 CONTACT.
Order Number: CMA 0212 0212 MAILMCHN26 1 Procurement Folder: 2011189
Document Name: CMA 0212 MAILMCHN26 Reason for Modification:
Document Description: Statewide Contract for Mailing Machines
NASPO MA#CTR058808
Procurement Type: Statewide MA (Open End)
Buyer Name:
Telephone:
Email:
Shipping Method: Best Way Effective Start Date: 2026-07-15
Free on Board: FOB Dest, Freight Prepaid Effective End Date: 2027-05-14
VENDOR DEPARTMENT CONTACT
Vendor Customer Code: 000000101263 Requestor Name: Derrick K Day
PITNEY BOWES INC Requestor Phone: (304) 957-8277
27 WATERVIEW DRIVE Requestor Email: derrick k.day@wv.gov
SHELTON cT 06484 2 0 2 7
us
Vendor Contact Phone:  304-881-9298  Extension: FILE LOCATION
Discount Details:
Discount Allowed Discount Percentage Discount Days
# N 0.0000 0 .
° 2 CFR 200 Compliant
#2 No
#3 No
#4 No
INVOICE TO SHIP TO
ALL STATE AGENCIES STATE OF WEST VIRGINIA
VARIOUS LOCATIONS AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER
No City WV 99999 No City WV 99999
us us
C K 7-9.7¢
) = [ Total Order Amount:[ Open End

Purchasing Division’s File Gopy

it M«Aw 74 -

ENCUMBRANCE CERTIFICATJON

DATE: s ? -
ELECTRONIC SIGNATURE ON FILE .

: XPP VAL AS TO FORM

EL! TRONIC SIGNATURE O

Date Printed:  Jul7,2026  Order Number: CMA 0212 0212 MAILMCHN26 1 Page: 1 FORM ID: WV-PRC-CMA-002 2020/01



Extended Description:
STATEWIDE CONTRACT - NASPO COOPERATIVE AGREEMENT:

CMA 0212 MAILMCHN26 - MAILING EQUIPMENT, SUPPLIES and MAINTENANCE

The vendor, Pitney Bowes, Inc. agrees to enter into a Statewide Contract for Mailing Equipment, Supplies, and Maintenance on an as-needed basis, via the attached
Participating Addendum Agreement (NASPO MASTER AGREEMENT No. CTR058808), all incorporated herein by reference and made a part of hereof.

Effective Date of Contract: 07/15/2026 through 05/14/2027

Line Commodity Code Manufacturer Model No Unit Unit Price
1 44102100 LS 0.000000
Service From Service To Service Contract Amount
0.00 J

Commodity Line Description: Mailing Equipment and Supplies

Extended Description:
PURCHASED: Mailing Equipment & Supplies

Note: See attached Pricing Pages for Contract Pricing.

Line Commodity Code Manufacturer Model No Unit Unit Price
2 44102100 MO 0.000000
Service From Service To Service Contract Amount
0.00
Commodity Line Description: Mailing Equipment and Supplies
Extended Description:
LEASED: Mailing Equipment & Supplies
Note: See attached Pricing Pages for Contract Pricing.
Line Commodity Code Manufacturer Model No Unit Unit Price
3 44102100 0.000000
Service From Service To Service Contract Amount
0.00 |
Commodity Line Description:  Mailing Equipment Consumables

Extended Description:
CONSUMABLES

Note: See attached Pricing Pages for Contract Pricing.

Date Printed:  Jul7,2026  Order Number: CMA 0212 0212 MAILMCHN26 1 Page: 2 FORM ID: WV-PRC-CMA-002 2020/01




Participating Addendum

Contract Number: CMA 0212 MAILMCHN26
for
Mailing Equipment, Supplies & Maintenance
between
The STATE of WEST VIRGINIA
and
Pitney Bowes, Inc.

This Participating Addendum is entered into by The STATE of WEST VIRGINIA (“Participating Entity") and the
following Contractor (each a “Party” and collectively the “Parties”) for the purpose of participating in NASPO
ValuePoint Master Agreement Number CTR058808, executed by Contractor and the State of Arizona (“Lead
State”) for Mailing Equipment, Supplies and Maintenance (“Master Agreement”):

Pitney Bowes, Inc. (“Contractor”)
27 Waterview Drive
Shelton, CT 06484

. PARTICIPATING ADDENDUM CONTACTS.

Contractor’s contact for this Participating Participating Entity’s contact for this Participating
Addendum is: Addendum is:

Bili Walter Mark Atkins

Director of Contracts Buyer Supervisor

bill.walter@pb.com Mark.A.Atkins@wv.gov

480-206-2984 304-558-2307

. TERM. This Participating Addendum is effective as of July 15, 2026, and will terminate upon termination of
the Master Agreement, as amended, unless the Participating Addendum is terminated sooner in accordance
with the terms set forth herein.

L. PARTICIPATION AND USAGE. This Participating Addendum may be used by all West Virginia State
Agencies, institutions of higher education, cities, counties, districts, and other political subdivisions of the
State, and nonprofit organizations within the state if authorized herein and by law. Issues of interpretation and
eligibility for participation are Solely within the authority of the purchasing entity attempting to participate. If
Contractor becomes aware that an entity’s use of this Participating Addendum is not authorized, Contractor
will notify NASPO ValuePoint to initiate outreach to the appropriate parties.

IV. GOVERNING LAW. The construction and effect of this Participating Addendum and any Orders placed
hereunder will be governed by, and construed in accordance with, Participating Entity's laws.

V. SCOPE. Except as otherwise stated herein, this Participating Addendum incorporates the scope, pricing,
terms, and conditions of the Master Agreement and the rights and obligations set forth therein as applied to
Contractor and Participating Entity and Purchasing Entities.

a. Products. All products available through the Master Agreement may be offered and sold by
Contractor to Purchasing Entities.

b. Services. All services available through the Master Agreement may be offered and sold by
Contractor to Purchasing Entities.

c. Contractor Partners. All subcontractors, dealers, distributors, resellers, and other partners identified
on Contractor's NASPO ValuePoint webpage as authorized to provide Products and Services to
Participating Entity may provide Products and Services to users of this Participating Addendum.

Page1of5 NASPO
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Participating Addendum Number CMA 0212 MAILMCHN28 for
Mailing Equipment, Supplies & Maintenance

Between THE STATE of WEST VIRGINIA and
Pitney Bowes, Inc.

Contractor will ensure that the participation of Contractor's subcontractors, dealers, distributors,
resellers, and other partners is in accordance with the terms and conditions set forth in the Master
Agreement and in this Participating Addendum.

d. Amendments. Any amendment to the Master Agreement shall be deemed incorporated into this
Participating Addendum unless the amendment is rejected by Participating Entity in writing to
Contractor within ten (10) calendar days of the amendment's effective date and is documented
thereafter via written amendment hereto.

e. Conflicts. Any conflict between this Participating Addendum and the Master Agreement will be
resolved in favor of the Participating Addendum. The terms of this Participating Addendum, including
those modifying or adding to the terms of the Master Agreement, apply only to the Parties and shall
have no effect on Contractor's participating addenda with other participating entities or Contractor's
Master Agreement with the Lead State.

f. Option. For the avoidance of doubt, the parties acknowledge that the State of West Virginia
has elected to proceed under Option B of the NASPO options.

VI. ORDERS. Purchasing Entities may place orders under this Participating Addendum by referencing the
Participating Addendum Number CMA 0212 MAILMCHN26 on an Order. Each Order placed under this
Participating Addendum is subject to the pricing and terms set forth herein and in the Master Agreement,
including applicable discounts, reporting requirements, and payment of administrative fees to NASPO
ValuePoint and Participating Entity, if applicable.

VI PARTICIPATING ENTITY REPORTING REQUIREMENTS. The Contractor shall provide to the State of West
Virginia’s primary contact person quarterly utilization reports containing at a minimum the following
information pertaining to the State of West Virginia agencies, boards, commissions, and political subdivisions:

Ordering Entity;
Purchase order number;
Description;

Quantity;

Price.

Admin fee.

mpoopDw

These reports must be provided in Excel format and sent via email on a quarterly basis as follows:

PERIOD END REPORT DUE
December 31 January 31
March 31 April 30

June 30 July 31
September 30 October 31

VIIL. PARTICIPATING ENTITY ADMINISTRATIVE FEE. The Contractor shall pay to the West Virginia Purchasing
Division by check, an Administrative Fee of One (1) Percent (1.00% or .01) no later than sixty (60) calendar
days following the end of each quarter for purchases made by Purchasing Entities within the jurisdiction of the
State of West Virginia.

This administrative fee shall not be included as an adjustment to the Contractor's Master Agreement Pricing
and shall not be invoiced or directly charged to the ordering agency to offset the administration fee. The

Administrative Fee will begin on the Contract start date. The Administrative Fee shall be submitted quarterly
and is based on the net amount of all Equipment sales made by Purchasing Entities within the jurisdiction of

Page 2 of 5 NASPO .
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Participating Addendum Number CMA 0212 MAILMCHN26 for
Mailing Equipment, Supplies & Maintenance

Between THE STATE of WEST VIRGINIA and
Pitney Bowes, Inc.

<
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the State of West Virginia under the West Virginia Master Agreement No. CMA 0212 MAILMCHN26. The
Administrative Fee excludes lease payments, postage, and SaaS.

Payment shall be made by check payable to the “WV Purchasing Division”. The West Virginia Contract
number CMA 0212 MAILMCHN26 must be included on all payments.

Remit Checks To: WYV Purchasing Division
2019 Washington Street, East
Charleston, WV 25305
Attn: Purchasing Director

IX. FEDERAL FUNDING REQUIREMENTS. Orders funded with federal funds may have additional contractual
requirements or certifications that must be satisfied at the time the Order is placed or upon delivery. When
applicable, a Purchasing Entity will identify in the Order any alternative or additional requirements related to
the use of federal funds. By accepting the Order, Contractor agrees to comply with the requirements set forth
therein.

X. MODIFICATIONS & ATTACHMENTS. This Participating Addendum includes the following modifications
and/or attachments:

a. WV-96 attached hereto is amended as follows:
i. The final paragraph in Section 1 “PAYMENT” which starts with “The following provisions are

deleted...” is removed in its entirety and replaced with the following:
“The following provisions are deleted: (i) interest or penalties for late payment, (ii) payment of
lost profits, termination fees, or liquidated damages upon termination, and (iii) acceleration of
payments due to termination, default, or non-funding. Notwithstanding this provision, lease
agreements, when terminated by the Agency may be subject to the early termination fees
described in Section 9 “EARLY TERMINATION" of OPTION B - NASPO VALUEPOINT FAIR
MARKET VALUE RENTAL TERMS AND CONDITIONS.

b. VOID CONTRACT CLAUSES: This Contract is subject to the provisions of West Virginia Code § 5A-
3-62, which automatically voids certain contract clauses that violate State law.

c. PRIVACY, SECURITY, AND CONFIDENTIALITY:: The Vendor agrees that it will not disclose to
anyone, directly or indirectly, any such personally identifiable information or other confidential
information gained from the Agency, unless the individual who is the subject of the information
consents to the disclosure in writing or the disclosure is made pursuant to the Agency’s policies,
procedures, and rules. Vendor further agrees to comply with the Confidentiality Policies and
Information Security Accountability Requirements, set forth in

hitp://www.state.wv.us/admin/purchase/privacy/default. html.

d. ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Award Document from
any agency of the State of West Virginia, the Vendor agrees to convey, sell, assign, or transfer to the
State of West Virginia all rights, title, and interest in and to all causes of action it may now or hereafter
acquire under the antitrust laws of the United States and the State of West Virginia for price fixing
and/or unreasonable restraints of trade relating to the particular commodities or services purchased
or acquired by the State of West Virginia. Such assignment shall be made and become effective at
the time the purchasing agency tenders the initial payment to Vendor.

Page 30of5 NASPO
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Participating Addendum Number CMA 0212 MAILMCHN26 for
Mailing Equipment, Supplies & Maintenance

Between THE STATE of WEST VIRGINIA and
Pitney Bowes, Inc.
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e. BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the Director of the Division of
Protective Services shall require any service provider whose employees are regularly employed on
the grounds or in the buildings of the Capitol complex or who have access to sensitive or critical
information to submit to a fingerprint-based state and federal background inquiry through the state
repository. The service provider is responsible for any costs associated with the fingerprint-based
state and federal background inquiry. After the contract for such services has been approved, but
before any such employees are permitted to be on the grounds or in the buildings of the Capitol
complex or have access to sensitive or critical information, the service provider shall submit a list of
all persons who will be physically present and working at the Capitol complex to the Director of the
Division of Protective Services for purposes of verifying compliance with this provision. The State
reserves the right to prohibit a service provider's employees from accessing sensitive or critical
information or to be present at the Capitol complex based upon results addressed from a criminal
background check. Service providers should contact the West Virginia Division of Protective Services

by phone at (304) 558-9911 for more information.

f. INTERESTED PARTY SUPPLEMENTAL DISCLOSURE: W. Va. Code § 6D-1-2 requires that for
contracts with an actual or estimated value of at least $1 Million Dollars, the vendor must submit to
the Purchasing Division a supplemental disclosure of interested parties reflecting any new or differing
interested parties to the contract, which were not included in the original pre-award interested party
disclosure, within 30 days following the completion or termination of the contract. A copy of that form
is included with this Participating Addendum or can be obtained from the WV Ethics Commission.
This requirement does not apply to publicly traded companies listed on a national or international
stock exchange. A more detailed definition of interested parties can be obtained from the form

referenced above.

g. TAXES: The Vendor shall pay any applicable sales, use, personal property or any other taxes arising
out of this Contract and the transactions contemplated thereby. The State of West Virginia is exempt
from federal and state taxes and will not pay or reimburse such taxes.

h. ISRAEL BOYCOTT: Contractor understands and agrees that pursuant to W. Va. Code §5A-3-63, it is
prohibited from engaging in a boycott of Israel during the term of this contract.

i. STATE/GOVERNMENT EMPLOYEES: State employees are not permitted to utilize the Contract for
personal use and the Vendor is prohibited from permitting or facilitating the same.

j. PAYMENT METHODS: Contractor must accept payment by electronic funds transfer and P-Card.
(The State of West Virginia’s Purchasing Card program, administered under contract by a banking
institution, processes payment for goods and services through state designated credit cards.) The
State will not accept any P-Card transaction fees or late payment fees, interest, or penalties.

XI. NOTICE. Any notice required herein shall be sent to the following:

For Contractor:

Pitney Bowes, Inc.

Bill Walter
Director of Contracts

bill. walter@pb.com
480-206-2984

Page 4 of 5
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For Participating Entity:
WEST VIRGINIA PURCHASING DIVISION

Mark Atkins
Buyer Supervisor
Mark.A.Atkins@wv.gov

304-558-2307

NASPO

ValuePoint
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SUBMISSION OF PARTICIPATING ADDENDUM TO NASPO VALUEPOINT. Upon execution, Contractor
shall promptly email a copy of this Participating Addendum and any amendments hereto to NASPO
ValuePoint at pa@naspovaluepoint.org. The Parties acknowledge and agree that the Participating
Addendum, as amended, may be published on the NASPO ValuePoint website.

SIGNATURE

The undersigned for each Party represent and warrants that this Participating Addendum is a valid and legal
agreement binding on the Party and enforceable in accordance with the Participating Addendum's terms and that
the undersigned is duly authorized and has legal capacity to execute and deliver this Participating Addendum and
bind the Party hereto.

IN WITNESS WHEREOF, the Parties have executed this Participating Addendum.
CONTRACTOR: PARTICIPATING ENTITY:

Pitney Bowes, Inc. West Virginia Purchasing Division
-07'00' Id {

Digitally signed by BIll Walter u/ﬁ” V//f
//‘w; r

Bi I I Wa Ite r Date: 2026.07.07 07:53:55
Signature Signature

Bill Walter
Samantha Willis

Printed Name Printed Name

VP, State and Local Govt.
Director & General Counsel

Title Title
7.7.2026 / 1
2/2 ]2
Date / / Date
Page50f5 NASPO
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WV-96
May 2026

STATE OF WEST VIRGINIA
ADDENDUM TO VENDOR’S STANDARD CONTRACTUAL FORMS

REQUIRED INFORMATION ABOUT THIS CONTRACT:
State Agency, Board, or Commission (the “State”): The West Virgnia Purchasing Division
Vendor: Pitney Bowes, Inc.

Contract Name or Identifier/Lease Number (“Contract”): CMA 0212 MAILMCHN26
Commodity/Service: Mailing Equipment, Supplies & Maintenance

The State and the above-identified Vendor are entering into the above-referenced contract. The Contract or other materials
incorporated into this Contract may contain provisions that are inconsistent with West Virginia law, regulations, or policy.
THIS ADDENDUM SUPERSEDES, MODIFIES AND CONTROLS ANY CONFLICTING PROVISIONS CONTAINED IN
THE CONTRACT REGARDLESS OF WHEN SUCH DOCUMENTS ARE SUBMITTED.

i

PAYMENT - The State will not make any advanced payments for goods or services unless the payment is (i) authorized
by the policy of the West Virginia State Auditor (e.g., software/Saa$ licenses, software support services, and the first
year of a software subscription), or (i) expressly authorized in a writing by the West Virginia State Auditor and that
approval is made a part of this contract. Payments are made only after the (i) receipt of the goods and/or services and
(ii) processing of all required invoice documentation to the State Auditor’s satisfaction.

The following provisions are deleted: (i) interest or penalties for late payment, (ii) payment of lost profits, termination
fees, or liquidated damages upon termination, and (iii) acceleration of payments due to termination, default, or non-
funding.

FUNDING —Payments under this Contract are contingent upon the availability of properly encumbered funds through
legislative appropriation or other lawful funding sources. If funding becomes unavailable, then the State may terminate
this Contract upon notice to the vendor. Non-appropriation or non-funding is not an event of default, and all work
shall cease upon termination.

TERMINATION FOR CONVENIENCE - The State may terminate this Contract for convenience upon thirty (30)
days written notice to the Vendor. The State will pay only for undisputed services rendered or goods delivered prior to
termination. Any conflicting Vendor provision regarding termination is deleted.

GOVERNING LAW - The Contract shall be governed by the laws of the State of West Virginia or required federal
law. Any provision requiring the application of any other state’s laws is deleted.

JURISDICTION/DISPUTES — All claims for monetary damages must be filed with the West Virginia Legislative
Claims Commission. Other legal actions must be brought in courts authorized under West Virginia laws to exercise
jurisdiction.

PRESERVATION OF STATE LEGAL RIGHTS - Notwithstanding any provision contained in this Contract or other

materials incorporated into this Contract, any term that limits, waives, or otherwise restricts the legal rights available
to the State is deleted. Without limitation, the following provisions are deleted:

a. Any requirement that the State agrees to (i) participate in binding arbitration or other extra-judicial dispute
resolution process, (i) waive a jury trial, or (iii) resolve disputes in any jurisdiction or venue other than the State
of West Virginia.

b. Any provision requiring the State to (i) indemnify, defend, or hold harmless the Vendor or any third party, or
(ii) assume the Vendor’s business or legal risks.

c. Any provision limiting the Vendor’s liability for direct damages arising from bodily injury, death, or damage to
property (tangible or intangible) caused by the negligence or willful misconduct of the Vendor or its employees or
agents. Any limitation of liability is enforceable only to the extent permitted by West Virginia Law.

d. Any provision requiring the State to waive or limit its legal rights, claims or defenses.
e. Any provision limiting the time within which the State may file a claim or initiate any legal action.

f. Any provision permitting repossession of equipment without notice to the state. Repossession may occur only with
appropriate notice.

g. Any provisions requiring the State to pay Vendor’s attorney fees, collection costs, or litigation expenses are deleted
except in cases where they are ordered by a court of competent jurisdiction.

TAXES - The State is exempt from federal, state, and local taxes. Any provision requiring the State to pay taxes on
behalf of the Vendor is deleted. The State will provide a tax-exempt certificate upon request.

l1|Page



WV-96
May 2026

8.

10.
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13.

14.

15.

ASSIGNMENT - No assignment of this contract is effective and binding until the State and Vendor execute a change
order to this Contract. This Contract is automatically terminated if the assignment is to a person or entity with whom
the State is prohibited from doing business. In that circumstance, Vendor agrees to pay the State a pro-rata refund
equal to the cost paid for the unused portion of the commodity or service provided. The State may assign this Contract
to another State agency, board or commission upon thirty (30) days written notice to the Vendor.

RENEWAL/MODIFICATION - This Contract may be renewed, extended, amended, or modified only by written
agreement signed by both parties and approved, as to form, by the Attorney General. Any automatic renewal or
modification provision is deleted.

INSURANCE - Any provision requiring the State to maintain insurance for the benefit of the State, the Vendor or any
third party is deleted.

DELIVERY - All deliveries under the Contract shall be FOB destination unless the State expressly and knowingly
agrees otherwise in writing. Any contrary delivery term is deleted.

PUBLIC RECORDS AND CONFIDENTIALITY — This Contract and related records are subject to the West Virginia
Freedom of Information Act (“W. Va. FOIA”) (W. Va. Code §29B-1-1 et seq.) and applicable public procurement laws.
Any provision requiring Vendor consent or notice prior to disclosure is deleted.

All provisions requiring the non-disclosure of information must be (i) permitted by West Virginia law, (ii) incorporated
through a separately signed writing, and (iii) approved, as to form, by the Attorney General.

DATA OWNERSHIP. During and after the term of this Contract, the State retains all ownership rights to information
or data that the State provides to the Vendor, or which the Vendor collects or captures while providing its services
(hereafter “Data”). The Vendor agrees to only use the Data to provide the procured services. Without limitation, the
following provisions are deleted:

a. Any provision granting the Vendor or any other person or entity: (i) rights to sell, license or otherwise exploit the
Data, (ii) use rights (including without limitation the right to use the Data to train machine learning and/or artificial
intelligence models) or (iii) any other proprietary interests in the Data.

b. Any provision that defines “Data” in a manner that excludes from these protections: (i) transaction or system-based
data, including metadata, (ii) Data once it has been de-identified, anonymized, or aggregated, or (iii) vendor
analytics performed on the Data.

Before contract termination, the Vendor agrees to coordinate with the State, to either (1) destroy the Data or (2) return
it to the State in the format requested by the State. This shall be done without further conditions, costs, or delays.

THIRD-PARTY SOFTWARE - If this Contract contemplates or requires binding the State to third-party’s end-users
license agreement (EULA), the Vendor represents that none of the mandatory click-through, unsigned, or web-linked
EULA terms and conditions conflict with any term of this Addendum or that it has the authority to modify such third-
party software’s terms and conditions to be subordinate to this Addendum The Vendor shall indemnify and defend the
State against all claims resulting from a wrongful representation/assertion that the EULA’s terms and conditions are in
accord with, or subordinate to, this Addendum.

AMENDMENTS -All amendments, modifications, alterations or changes to this Contract shall be made by a (i)
written change order, (ii) signed by all parties, and (iii) approved, as to form, by the Attorney General.

If legal circumstances require this Addendum to be amended, then those changes must be made in an OBVIOUS MANNER

such as by using bold Italics, or underline to identify language being added and using bold strikethreugh to identify
language being deleted. Do not use track-changes. All changes to this WV-96 must be expressly approved by the Office of
the Attorney General.

State: 1he West Virgnia Purchasing Division Vendor: Pitney Bowes, Inc.

By Mark ke By Bill Walter  osiamiuies.,

Printed Name: Mark Atkins Printed Name; _Bill Walter

Title: Buyer Supervisor Title: VP, State and Local Govt

Date:; 07/07/2026 Date: _7.7.2026

2|Page



Third Party Terms Indemnification Agreement

Pursuant to this Third Party Terms Indemnification Agreement, Pitney Bowes, Inc. and the State
of West Virginia (“State”) agree that the contract resulting from the solicitation identified as: CMA
0212 MAILMCHN26 for software, shall be modified as follows to include an indemnification
obligation on the part of Pitney Bowes, Inc. for third party terms and conditions.

Third Party Terms and Conditions Indemnification: The Parties agree that all third party terms
and conditions are modified by the terms of the WV-96 Agreement Addendum for Software and
services, both signed by Pitney Bowes, Inc. (the “WV-96 Addendum”). The intent of the parties
is that the WV-96 Addendum will prevail in the event of any conflicts. Pitney Bowes, Inc. shall
indemnify the State for claims brought by a vendor asserting third party terms and conditions
prevail over the WV-96 Addendum.

Vendor: Pitney Bowes, Inc. State Agency: West Virginia Office of
Technology

By: Bill Walter smmnmis. By: e %’

Name: Bill Walter Name: A Er 7 <4< 2 By

Title: VP, State and Local Govt Title: F 7Y eyre meat /’74,-/4-;”

West Virginia Purchasing Division Attorney General Approved As To Form

By: ﬁ By:

)

Title: % #W Title:
Date: Z/OZ/ 0>y Date:




Version 11-1-19

Software as a Service Addendum

1. Definitions:

Acceptable alternative data center location means a country that is identified as providing
equivalent or stronger data protection than the United States, in terms of both regulation
and enforcement. DLA Piper’s Privacy Heatmap shall be utilized for this analysis and may
be found at https://www.dlapiperdataprotection.com/index.html?t=world-

map&c=US&c2=IN.

Authorized Persons means the service provider's employees, contractors, subcontractors
or other agents who have responsibility in protecting or have access to the public
jurisdiction’s personal data and non-public data to enable the service provider to perform
the services required.

Data Breach means the unauthorized access and acquisition of unencrypted and
unredacted personal data that compromises the security or confidentiality of a public
jurisdiction’s personal information and that causes the service provider or public
jurisdiction to reasonably believe that the data breach has caused or will cause identity
theft or other fraud.

Individually Identifiable Health Information means information that is a subset of health
information, including demographic information collected from an individual, and (1) is
created or received by a health care provider, health plan, employer or health care
clearinghouse; and (2) relates to the past, present or future physical or mental health or
condition of an individual; the provision of health care to an individual; or the past, present
or future payment for the provision of health care to an individual; and (a) that identifies
the individual; or (b) with respect to which there is a reasonable basis to believe the
information can be used to identify the individual.

Non-Public Data means data, other than personal data, that is not subject to distribution
to the public as public information. It is deemed to be sensitive and confidential by the
public jurisdiction because it contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as public information.

Personal Data means data that includes information relating to a person that identifies
the person by first name or first initial, and last name, and has any of the following
personally identifiable information (PIl): government-issued identification numbers (e.g.,
Social Security, driver's license, state identification card); financial account information,
including account number, credit or debit card numbers; or protected health information
(PHI).

Protected Health Information (PHI) means individually identifiable health information
transmitted by electronic media, maintained in electronic media, or transmitted or
maintained in any other form or medium. PHI excludes education records covered by the
Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g,
records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a
covered entity in its role as employer.




Version 11-1-19

Public Jurisdiction means any government or government agency that uses these terms
and conditions. The term is a placeholder for the government or government agency.

Public Jurisdiction Data means all data created or in any way originating with the public
jurisdiction, and all data that is the output of computer processing or other electronic
manipulation of any data that was created by or in any way originated with the public
jurisdiction, whether such data or output is stored on the public jurisdiction’s hardware,
the service provider's hardware or exists in any system owned, maintained or otherwise
controlled by the public jurisdiction or by the service provider.

Public Jurisdiction Identified Contact means the person or persons designated in writing
by the public jurisdiction to receive security incident or breach notification.

Restricted data means personal data and non-public data.

Security Incident means the actual unauthorized access to personal data or non-public
data the service provider believes could reasonably result in the use, disclosure or theft
of a public jurisdiction’s unencrypted personal data or non-public data within the
possession or control of the service provider. A security incident may or may not tum into
a data breach.

Service Provider means the contractor and its employees, subcontractors, agents and
affiliates who are providing the services agreed to under the contract.

Software-as-a-Service (SaaS) means the capability provided to the consumer to use the
provider's applications running on a cloud infrastructure. The applications are accessible
from various client devices through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The consumer does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, storage or
even individual application capabilities, with the possible exception of limited user-specific
application configuration settings.

2. Data Ownership: The public jurisdiction will own all right, title and interest in its data
that is related to the services provided by this contract. The service provider shall not
access public jurisdiction user accounts or public jurisdiction data, except (1) in the course
of data center operations, (2) in response to service or technical issues, (3) as required
by the express terms of this contract or (4) at the public jurisdiction’s written request.

3. Data Protection and Privacy: Protection of personal privacy and data shall be an
integral part of the business activities of the service provider to ensure there is no
inappropriate or unauthorized use of public jurisdiction information at any time. To this
end, the service provider shall safeguard the confidentiality, integrity and availability of
public jurisdiction information and comply with the following conditions:
a) The service provider shall implement and maintain appropriate administrative,
technical and physical security measures to safeguard against unauthorized
access, disclosure or theft of personal data and non-public data. In Appendix A,
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b)

d)

f)

9)

the public jurisdiction shall indicate whether restricted information will be
processed by the service provider. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the
service provider applies to its own personal data and non-public data of similar
kind. The service provider shall ensure that all such measures, including the
manner in which personal data and non-public data are collected, accessed, used,
stored, processed, disposed of and disclosed, comply with applicable data
protection and privacy laws, as well as the terms and conditions of this Addendum
and shall survive termination of the underlying contract.

The service provider represents and warrants that its collection, access, use,
storage, disposal and disclosure of personal data and non-public data do and will
comply with all applicable federal and state privacy and data protection laws, as
well as all other applicable regulations, policies and directives.

The service provider shall support third-party multi-factor authentication integration
with the public jurisdiction third-party identity provider to safeguard personal data
and non-public data.

If, in the course of its engagement by the public jurisdiction, the service provider
has access to or will collect, access, use, store, process, dispose of or disclose
credit, debit or other payment cardholder information, the service provider shall at
all times remain in compliance with the Payment Card Industry Data Security
Standard (“PCI DSS") requirements, including remaining aware at all times of
changes to the PCI DSS and promptly implementing all procedures and practices
as may be necessary to remain in compliance with the PCI DSS, in each case, at
the service provider's sole cost and expense. All data obtained by the service
provider in the performance of this contract shall become and remain the property
of the public jurisdiction.

All personal data shall be encrypted at rest and in transit with controlied access.
Unless otherwise stipulated, the service provider is responsible for encryption of
the personal data.

Unless otherwise stipulated, the service provider shall encrypt ali non-public data
at rest and in transit, in accordance with recognized industry practice. The public
jurisdiction shall identify data it deems as non-public data to the service provider.
At no time shall any data or process — that either belong to or are intended for the
use of a public jurisdiction or its officers, agents or employees — be copied,
disclosed or retained by the service provider or any party related to the service
provider for subsequent use in any transaction that does not include the public
jurisdiction.

The service provider shall not use or disclose any information collected in
connection with the service issued from this proposal for any purpose other than
fulfiling the service.

Data Location. For non-public data and personal data, the service provider shall
provide its data center services to the public jurisdiction and its end users solely
from data centers in the U.S. Storage of public jurisdiction data at rest shall be
located solely in data centers in the U.S. The service provider shall not allow its
personnel or contractors to store public jurisdiction data on portable devices,
including personal computers, except for devices that are used and kept only at its
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U.S. data centers. With agreement from the public jurisdiction, this term may be
met by the service provider providing its services from an acceptable alternative
data center location, which agreement shall be stated in Appendix A. The Service
Provider may also request permission to utilize an acceptable alternative data
center location during a procurement’s question and answer period by submitting
a question to that effect. The service provider shall permit its personnel and
contractors to access public jurisdiction data remotely only as required to provide
technical support.

4. Security Incident or Data Breach Notification: The service provider shall inform the
public jurisdiction of any confirmed security incident or data breach.

a)

b)

Incident Response: The service provider may need to communicate with outside
parties regarding a security incident, which may include contacting law
enforcement, fielding media inquiries and seeking external expertise as defined by
law or contained in the contract. Discussing security incidents with the public
jurisdiction shall be handled on an urgent as-needed basis, as part of service
provider communication and mitigation processes defined by law or contained in
the contract.

Security Incident Reporting Requirements: The service provider shall report a
confirmed Security Incident as soon as practicable, but no later than twenty-four
(24) hours after the service provider becomes aware of it, to: (1) the department
privacy officer, by email, with a read receipt, identified in Appendix A; and, (2)
unless otherwise directed by the public jurisdiction in the underlying contract, the
WVOT Online Computer Security and Privacy Incident Reporting System at
https:/fapps.wv.gov/otiir/Default.aspx, and (3) the public jurisdiction point of
contact for general contract oversight/administration. The following information
shall be shared with the public jurisdiction: (1) incident phase (detection and
analysis; containment, eradication and recovery; or post-incident activity), (2)
projected business impact, and, (3) attack source information.

Breach Reporting Requirements: Upon the discovery of a data breach or
unauthorized access to non-public data, the service provider shall immediately
report to: (1) the department privacy officer, by email, with a read receipt, identified
in Appendix A; and, (2) unless otherwise directed by the public jurisdiction in the
underlying contract, the WVOT Online Computer Security and Privacy Incident
Reporting System at https://apps.wv.gov/ot/ir/Default.aspx, and the public
jurisdiction point of contact for general contract oversight/administration.

5. Breach Responsibilities: This section only applies when a data breach occurs with
respect to personal data within the possession or control of the service provider.

a)

Immediately after being awarded a contract, the service provider shall provide the
public jurisdiction with the name and contact information for an employee of service
provider who shall serve as the public jurisdiction’s primary security contact and
shall be available to assist the public jurisdiction twenty-four (24) hours per day,
seven (7) days per week as a contact in resolving obligations associated with a
data breach. The service provider may provide this information in Appendix A.
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b)

d)

Immediately following the service provider's notification to the public jurisdiction of
a data breach, the parties shall coordinate cooperate with each other to investigate
the data breach. The service provider agrees to fully cooperate with the public
jurisdiction in the public jurisdiction’s handling of the matter, including, without
limitation, at the public jurisdiction’s request, making available all relevant records,
logs, files, data reporting and other materials required to comply with applicable
law and regulation.

Within 72 hours of the discovery, the service provider shall notify the parties listed
in 4(c) above, to the extent known: (1) date of discovery; (2) list of data elements
and the number of individual records; (3) description of the unauthorized persons
known or reasonably believed to have improperly used or disclosed the personal
data; (4) description of where the personal data is believed to have been
improperly transmitted, sent, or utilized; and, (5) description of the probable
causes of the improper use or disclosure.

The service provider shall (1) cooperate with the public jurisdiction as reasonably
requested by the public jurisdiction to investigate and resolve the data breach, (2)
promptly implement necessary remedial measures, if necessary, and prevent any
further data breach at the service provider's expense in accordance with
applicable privacy rights, laws and regulations and (3) document responsive
actions taken related to the data breach, including any post-incident review of
events and actions taken to make changes in business practices in providing the

services, if necessary.
If a data breach is a direct result of the service provider's breach of its contract

obligation to encrypt personal data or otherwise prevent its release, the service
provider shall bear the costs associated with (1) the investigation and resolution of
the data breach; (2) notifications to individuals, regulators or others required by
state or federal law; (3) a credit monitoring service (4) a website or a toll-free
number and call center for affected individuals required by state law — all not to
exceed the average per record per person cost calculated for data breaches in the
United States in the most recent Cost of Data Breach Study: Global Analysis
published by the Ponemon Institute at the time of the data breach (or other similar
publication if the named publication has not issued an updated average per record
per cost in the last 5 years at the time of the data breach); and (5) complete all
corrective actions as reasonably determined by service provider based on root
cause. The service provider agrees that it shall not inform any third party of any
data breach without first obtaining the public jurisdiction’s prior written consent,
other than to inform a complainant that the matter has been forwarded to the public
jurisdiction’s legal counsel and/or engage a third party with appropriate expertise
and confidentiality protections for any reason connected to the data breach. Except
with respect to where the service provider has an independent legal obligation to
report a data breach, the service provider agrees that the public jurisdiction shall
have the sole right to determine: (1) whether notice of the data breach is to be
provided to any individuals, regulators, law enforcement agencies, consumer
reporting agencies or others, as required by law or regulation, or otherwise in the
public jurisdiction’s discretion; and (2) the contents of such notice, whether any

5
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type of remediation may be offered to affected persons, and the nature and extent
of any such remediation. The service provider retains the right to report activity to
law enforcement.

6. Notification of Legal Requests: The service provider shall contact the public
jurisdiction upon receipt of any electronic discovery, litigation holds, discovery searches
and expert testimonies related to the public jurisdiction’s data under this contract, or which
in any way might reasonably require access to the data of the public jurisdiction. The
service provider shall not respond to subpoenas, service of process and other legal
requests related to the public jurisdiction without first notifying the public jurisdiction,
unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a) In the event of a termination of the contract, the service provider shall implement
an orderly return of public jurisdiction data within the time period and format
specified in the contract (or in the absence of a specified time and format, a mutually
agreeable time and format) and after the data has been successfully returned,
securely and permanently dispose of public jurisdiction data.

b) During any period of service suspension, the service provider shall not take any
action to intentionally erase any public jurisdiction data.

c) In the event the contract does not specify a time or format for return of the public
jurisdiction’s data and an agreement has not been reached, in the event of
termination of any services or agreement in entirety, the service provider shall not
take any action to intentionally erase any public jurisdiction data for a period of:

e 10 days after the effective date of termination, if the termination is in
accordance with the contract period
o 30 days after the effective date of termination, if the termination is for
convenience
e 60 days after the effective date of termination, if the termination is for
cause
After such period, the service provider shall have no obligation to maintain or
provide any public jurisdiction data and shall thereafter, unless legally prohibited,
delete all public jurisdiction data in its systems or otherwise in its possession or
under its control.

d) The public jurisdiction shall be entitled to any post-temination assistance generally
made available with respect to the services, unless a unique data retrieval
arrangement has been established as part of the Contract.

e) The service provider shall securely dispose of all requested data in all of its forms,
such as disk, CD/ DVD, backup tape and paper, when requested by the public
jurisdiction. Data shall be permanently deleted and shall not be recoverable,
according to National Institute of Standards and Technology (NIST)-approved
methods. Certificates of destruction shall be provided to the public jurisdiction.

8. Background Checks: The service provider shall conduct criminal background checks
in compliance with W.Va. Code §15-2D-3 and not utilize any staff to fulfill the obligations

6
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of the contract, including subcontractors, who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony
or misdemeanor offense for which incarceration for up to 1 year is an authorized penalty.
The service provider shall promote and maintain an awareness of the importance of
securing the public jurisdiction’s information among the service provider's employees and
agents.

9. Oversight of Authorized Persons: During the term of each authorized person’s
employment or engagement by service provider, service provider shall at all times cause
such persons to abide strictly by service provider's obligations under this Agreement and
service provider's standard policies and procedures. The service provider further agrees
that it shall maintain a disciplinary process to address any unauthorized access, use or
disclosure of personal data by any of service providers officers, partners, principals,
employees, agents or contractors.

10. Access to Security Logs and Reports: The service provider shall provide reports
to the public jurisdiction in CSV format agreed to by both the service provider and the
public jurisdiction. Reports shall include user access (successful and failed attempts),
user access |P address, user access history and security logs for all public jurisdiction
files and accounts related to this contract.

11. Data Protection Self-Assessment: Upon written request, the service provider
shall perform a Cloud Security Alliance STAR Self-Assessment by completing and
submitting the “Consensus Assessments Initiative Questionnaire” to the Public
Jurisdiction Identified Contact. The service provider shall submit its self-assessment to
the public jurisdiction prior to contract award and, upon request, annually thereafter, on
the anniversary of the date of contract execution. Any deficiencies identified in the
assessment will entitle the public jurisdiction to disqualify the bid or terminate the contract

for cause.

12. Data Center Audit: The service provider shall perform an audit of its data
center(s) at least annually at its expense and provide a redacted version of the audit
report upon request. The service provider may remove its proprietary information from
the redacted version. A Service Organization Control (SOC) 2 audit report or approved
equivalent sets the minimum level of a third-party audit. Any deficiencies identified in
the report or approved equivalent will entitle the public jurisdiction to disqualify the bid or
terminate the contract for cause.

13. Change Control and Advance Notice: The service provider shall give 30 days,
advance notice (to the public jurisdiction of any upgrades (e.g., major upgrades, minor
upgrades, system changes) that may impact service availability and performance. A
major upgrade is a replacement of hardware, software or firmware with a newer or better
version in order to bring the system up to date or to improve its characteristics.

14. Security:
a) At a minimum, the service provider's safeguards for the protection of data shall

include: (1) securing business facilities, data centers, paper files, servers, back-up

7
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systems and computing equipment, including, but not limited to, all mobile devices
and other equipment with information storage capability; (2) implementing network,
device application, database and platform security; 3) securing information
transmission, storage and disposal; (4) implementing authentication and access
controls within media, applications, operating systems and equipment; (5)
implementing appropriate personnel security and integrity procedures and
practices, including, but not limited to, conducting background checks consistent
with applicable law; and (6) providing appropriate privacy and information security
training to service provider's employees.

b) The service provider shall execute well-defined recurring action steps that identify
and monitor vulnerabilities and provide remediation or corrective measures. Where
the service provider’s technology or the public jurisdiction’s required dependence
on a third-party applicationto interface with the technology creates a critical or high
risk, the service provider shall remediate the vulnerability as soon as possible. The
service provider must ensure that applications used to interface with the service
provider’s technology remain operationally compatible with software updates.

c) Upon the public jurisdiction’s written request, the service provider shall provide a
high-level network diagram with respect to connectivity to the public jurisdiction’s
network that illustrates the service provider's information technology network
infrastructure.

15. Non-disclosure and Separation of Duties: The service provider shall enforce
separation of job duties, require commercially reasonable non-disclosure agreements,
and limit staff knowledge of public jurisdiction data to that which is absolutely necessary
to perform job duties.

16. Import and Export of Data: The public jurisdiction shall have the ability to securely
import, export or dispose of data in standard format in piecemeal or in entirety at its
discretion without interference from the service provider. This includes the ability for the
public jurisdiction to import or export data to/from other service providers identified in the
contract (or in the absence of an identified format, a mutually agreeable format).

17. Responsibilities: The service provider shall be responsible for the acquisition and
operation of all hardware, software and network support related to the cloud services
being provided. The technical and professional activities required for establishing,
managing and maintaining the environments are the responsibilities of the service
provider.

18. Subcontractor Compliance: The service provider shall ensure that any of its
subcontractors to whom it provides any of the personal data or non-public data it receives
hereunder, or to whom it provides any personal data or non-public data which the service
provider creates or receives on behalf of the public jurisdiction, agree to the restrictions,
terms and conditions which apply to the service provider hereunder.

19. Right to Remove Individuals: The public jurisdiction shall have the right at any time
to require that the service provider remove from interaction with public jurisdiction any
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service provider representative who the public’jurisdiction believes is detrimental to its
working relationship with the service provider. The public jurisdiction shall provide the
service provider with notice of its determination, and the reasons it requests the removal.
If the public jurisdiction signifies that a potential security violation exists with respect to
the request, the service provider shall immediately remove such individual. The service
provider shall not assign the person to any aspect of the contract without the public
jurisdiction’s consent.

20. Business Continuity and Disaster Recovery: The service provider shall provide a
business continuity and disaster recovery plan executive summary upon request. Lack of
a plan will entitle the public jurisdiction to terminate this contract for cause.

21. Compliance with Accessibility Standards: The service provider shall comply with
and adhere to Accessibility Standards of Section 508 Amendment to the Rehabilitation
Act of 1973, as documented in the applicable Voluntary Product Accessibility

Templates (VPATSs) provided by the service provider.

22. Web Services: The service provider shall use web services exclusively to interface
with the public jurisdiction’s data in near real time when possible.

23. Encryption of Data at Rest: The service provider shall ensure hard drive encryption
consistent with validated cryptography standards as referenced in FIPS 140-2, Security
Requirements for Cryptographic Modules for all personal data.

24. Subscription Terms: Service provider grants to a public jurisdiction a license to:
a. Access and use the service for its business purposes;
b. For SaaS, use underlying software as embodied or used in the service; and
c. View, copy, upload, download (where applicable), and use service provider's
documentation.

25. Equitable Relief: Service provider acknowledges that any breach of its covenants or
obligations set forth in Addendum may cause the public jurisdiction irreparable harm for
which monetary damages would not be adequate compensation and agrees that, in the
event of such breach or threatened breach, the public, jurisdiction is entitled to seek
equitable relief, including a restraining order, injunctive relief, specific performance and
any other relief that may be available from any court, in addition to any other remedy to
which the public jurisdiction may be entitled at law or in equity. Such remedies shall not
be deemed to be exclusive but shall be in addition to all other remedies available at law
or in equity, subject to any express exclusions or limitations in this Addendum to the

contrary.
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AGREED:

Name of Agency:WV Office of Technology

Signature: _%wv(— Z

Title: B"“‘f‘én‘( M/J/A;

Date: 7/7/202£
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Name of Vendor: Pitney Bowes, Inc.

. Digitally sianed by 8l Walter
B | I I Wa Iter Dlm: zzzs;mm gs.ﬂo:so

Signature: o700

VP, State and Local Govt
Title:

7.7.2026
Date:
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Appendix A

(To be completed by the Agency’s Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. Required information not identified prior to execution
of the Addendum may only be added by amending Appendix A and the Addendum, via Change
Order.)

Name of Service Provider/Vendor: Pitney Bowes, Inc.

Name of Agency: West Virginia Office of Technology

Aaency/public jurisdiction's required information:

1. Will restricted information be processed by the service provider?
Yes H
No
2. Ifyes to #1, does the restricted information include personal data?
Yes E
No
3. Ifyes to #1, does the restricted information include non-public data?
Yes
No ||
4. If yes to #1, may the service provider store public jurisdiction data in a data center in an
acceptable alterative data center location, which is a country that is not the U.S.?

Yes B
No
5. Provide name and email address for the Department privacy officer:

Name:

Email address:

Vendor/Service Provider's reauired information:

6. Provide name and contact information for vendor's employee who shall serve as the public
jurisdiction’s primary security contact:

Name:

Email address:

Phone Number:

11



FEDERAL FUNDS ADDENDUM
2 C.F.R. §§ 200.317 - 200.327

Purpose: This addendum is intended to modify the solicitation in an attempt to make the contract compliant
with the requirements of 2 C.F.R. §§ 200.317 through 200.327 relating to the expenditure of certain federal
funds. This solicitation will allow the State to obtain one or more contracts that satisfy standard state
procurement, state federal funds procurement, and county/local federal funds procurement requirements.

Instructions: Vendors who are willing to extend their contract to procurements with federal funds and the
requirements that go along with doing so, should sign the attached document identified as: “REQUIRED
CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY CONTRACTS UNDER FEDERAL
AWARDS (2 C.F.R. § 200.317)”

Should the awarded vendor be unwilling to extend the contract to federal funds procurement, the State
reserves the right to award additional contracts to vendors that can and are willing to meet federal funds
procurement requirements.

Changes to Specifications: Vendors should consider this solicitation as containing two separate
solicitations, one for state level procurement and one for county/local procurement.

State Level: In the first solicitation, bid responses will be evaluated with applicable preferences
identified in sections 15, 15A, and 16 of the “Instructions to Vendors Submitting Bids” to establish a
contract for both standard state procurements and state federal funds procurements.

County Level: In the second solicitation, bid responses will be evaluated with applicable preferences
identified in Sections 15, 15A, and 16 of the “Instructions to Vendors Submitting Bids” omitted to
establish a contract for County/Local federal funds procurement.

Award; If the two evaluations result in the same vendor being identified as the winning bidder, the two
solicitations will be combined into a single contract award. If the evaluations result in a different bidder
being identified as the winning bidder, multiple contracts may be awarded. The State reserves the right to
award to multiple different entities should it be required to satisfy standard state procurement, state federal
funds procurement, and county/local federal funds procurement requirements.

State Government Use Caution: State agencies planning to utilize this contract for procurements subject
to the above identified federal regulations should first consult with the federal agency providing the
applicable funding to ensure the contract is complaint.

County/Local Government Use Caution: County and Local government entities planning to utilize this
contract for procurements subject to the above identified federal regulation should first consult with the
federal agency providing the applicable funding to ensure the contract is complaint. For purposes of
County/Local government use, the solicitation resulting in this contract was conducted in accordance with
the procurement laws, rules, and procedures governing the West Virginia Department of Administration,
Purchasing Division, except that vendor preference has been omitted for County/Local use purposes and
the contract terms contained in the document entitled “REQUIRED CONTRACT PROVISIONS FOR
NON-FEDERAL ENTITY CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317)” have
been added.



FEDERAL FUNDS ADDENDUM

REQUIRED CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY
CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317):

The State of West Virginia Department of Administration, Purchasing Division, and the Vendor
awarded this Contract intend that this Contract be compliant with the requirements of the
Procurement Standards contained in the Uniform Administrative Requirements, Cost Principles,
and Audit Requirements found in 2 C.F.R. § 200.317, et seq. for procurements conducted by a
Non-Federal Entity. Accordingly, the Parties agree that the following provisions are included in
the Contract.

1. MINORITY BUSINESSES, WOMEN'S BUSINESS ENTERPRISES, AND LABOR
SURPLUS AREA FIRMS:
(2 C.FR. § 200.321)

a. The State confirms that it has taken all necessary affirmative steps to assure that
minority businesses, women's business enterprises, and labor surplus area firms are
used when possible. Those affirmative steps include:

(1) Placing qualified small and minority businesses and women's business
enterprises on solicitation lists;

(2) Assuring that small and minority businesses, and women's business enterprises
are solicited whenever they are potential sources;

(3) Dividing total requirements, when economically feasible, into smaller tasks or
quantities to permit maximum participation by small and minority businesses, and
women's business enterprises;

(4) Establishing delivery schedules, where the requirement permits, which
encourage participation by small and minority businesses, and women's business
enterprises;

(5) Using the services and assistance, as appropriate, of such organizations as the
Small Business Administration and the Minority Business Development Agency
of the Department of Commerce; and

(6) Requiring the prime contractor, if subcontracts are to be let, to take the
affirmative steps listed in paragraphs (1) through (5) above.

b. Vendor confirms that if it utilizes subcontractors, it will take the same affirmative
steps to assure that minority businesses, women's business enterprises, and labor
surplus area firms are used when possible.

2. DOMESTIC PREFERENCES:
(2 C.F.R. § 200.322)

a. The State confirms that as appropriate and to the extent consistent with law, it has, to
the greatest extent practicable under a Federal award, provided a preference for the
purchase, acquisition, or use of goods, products, or materials produced in the United



States (including but not limited to iron, aluminum, steel, cement, and other
manufactured products).

b. Vendor confirms that will include the requirements of this Section 2. Domestic
Preference in all subawards including all contracts and purchase orders for work or
products under this award.

c. Definitions: For purposes of this section:

(1) “Produced in the United States” means, for iron and steel products, that all
manufacturing processes, from the initial melting stage through the application of
coatings, occurred in the United States.

(2) “Manufactured products” means items and construction materials composed in
whole or in part of non-ferrous metals such as aluminum; plastics and polymer-based
products such as polyvinyl chloride pipe; aggregates such as concrete; glass,
including optical fiber; and lumber.

3. BREACH OF CONTRACT REMEDIES AND PENALTIES:
(2 C.F.R. § 200.327 and Appendix II)

(a) The provisions of West Virginia Code of State Rules § 148-1-5 provide for breach of
contract remedies, and penalties. A copy of that rule is attached hereto as Exhibit A
and expressly incorporated herein by reference.

4. TERMINATION FOR CAUSE AND CONVENIENCE:
(2 C.F.R. § 200.327 and Appendix II)

(a) The provisions of West Virginia Code of State Rules § 148-1-5 govern Contract
termination. A copy of that rule is attached hereto as Exhibit A and expressly
incorporated herein by reference.

5. EQUAL EMPLOYMENT OPPORTUNITY:
(2 C.F.R. § 200.327 and Appendix II)

Except as otherwise provided under 41 CFR Part 60, and if this contract meets the definition
of “federally assisted construction contract” in 41 CFR Part 60-1.3, this contract includes the
equal opportunity clause provided under 41 CFR 60-1.4(b), in accordance with Executive
Order 11246, “Equal Employment Opportunity” (30 FR 12319, 12935, 3 CFR Part, 1964—
1965 Comp., p. 339), as amended by Executive Order 11375, “Amending Executive Order
11246 Relating to Equal Employment Opportunity,” and implementing regulations at 41
CFR part 60, “Office of Federal Contract Compliance Programs, Equal Employment
Opportunity, Department of Labor.”



6. DAVIS-BACON WAGE RATES:
(2 C.F.R. § 200.327 and Appendix II)

Vendor agrees that if this Contract includes construction, all construction work in excess of
$2,000 will be completed and paid for in compliance with the Davis—Bacon Act (40 U.S.C.
3141-3144, and 3146-3148) as supplemented by Department of Labor regulations (29 CFR
Part 5, “Labor Standards Provisions Applicable to Contracts Covering Federally Financed
and Assisted Construction™). In accordance with the statute, contractors must:

(a) pay wages to laborers and mechanics at a rate not less than the prevailing wages
specified in a wage determination made by the Secretary of Labor.
(b) pay wages not less than once a week.

A copy of the current prevailing wage determination issued by the Department of Labor is
attached hereto as Exhibit B. The decision to award a contract or subcontract is conditioned
upon the acceptance of the wage determination. The State will report all suspected or
reported violations to the Federal awarding agency.

7. ANTI-KICKBACK ACT:
(2 C.F.R. § 200.327 and Appendix II)

Vendor agrees that it will comply with the Copeland Anti-KickBack Act (40 U.S.C. 3145), as
supplemented by Department of Labor regulations (29 CFR Part 3, “Contractors and
Subcontractors on Public Building or Public Work Financed in Whole or in Part by Loans or
Grants from the United States”). Accordingly, Vendor, Subcontractors, and anyone
performing under this contract are prohibited from inducing, by any means, any person
employed in the construction, completion, or repair of public work, to give up any part of the
compensation to which he or she is otherwise entitled. The State must report all suspected or
reported violations to the Federal awarding agency.

8. CONTRACT WORK HOURS AND SAFETY STANDARDS ACT
(2 C.F.R. § 200.327 and Appendix II)

Where applicable, and only for contracts awarded by the State in excess of $100,000 that
involve the employment of mechanics or laborers, Vendor agrees to comply with 40 U.S.C.
3702 and 3704, as supplemented by Department of Labor regulations (29 CFR Part 5). Under
40 U.S.C. 3702 of the Act, Vendor is required to compute the wages of every mechanic and
laborer on the basis of a standard work week of 40 hours. Work in excess of the standard
work week is permissible provided that the worker is compensated at a rate of not less than
one and a half times the basic rate of pay for all hours worked in excess of 40 hours in the
work week. The requirements of 40 U.S.C. 3704 are applicable to construction work and
provide that no laborer or mechanic must be required to work in surroundings or under
working conditions which are unsanitary, hazardous or dangerous. These requirements do not
apply to the purchases of supplies or materials or articles ordinarily available on the open
market, or contracts for transportation or transmission of intelligence.



9. RIGHTS TO INVENTIONS MADE UNDER A CONTRACT OR AGREEMENT.
(2 CF.R. § 200.327 and Appendix II)

If the Federal award meets the definition of “funding agreement” under 37 CFR § 401.2 (a)
and the recipient or subrecipient wishes to enter into a contract with a small business firm or
nonprofit organization regarding the substitution of parties, assignment or performance of
experimental, developmental, or research work under that “funding agreement,” the recipient
or subrecipient must comply with the requirements of 37 CFR Part 401, “Rights to
Inventions Made by Nonprofit Organizations and Small Business Firms Under Government
Grants, Contracts and Cooperative Agreements,” and any implementing regulations issued by
the awarding agency.

10. CLEAN AIR ACT
(2 C.F.R. § 200.327 and Appendix II)

Vendor agrees that if this contract exceeds $150,000, Vendor is to comply with all applicable
standards, orders or regulations issued pursuant to the Clean Air Act (42 U.S.C. 7401-7671q)
and the Federal Water Pollution Control Act as amended (33 U.S.C. 1251-1387). Violations
must be reported to the Federal awarding agency and the Regional Office of the
Environmental Protection Agency (EPA).

11. DEBARMENT AND SUSPENSION
(2 C.F.R. § 200.327 and Appendix II)

The State will not award to any vendor that is listed on the governmentwide exclusions in the
System for Award Management (SAM), in accordance with the OMB guidelines at 2 CFR
180 that implement Executive Orders 12549 (3 CFR part 1986 Comp., p. 189) and 12689 (3
CFR part 1989 Comp., p. 235), “Debarment and Suspension.” SAM Exclusions contains the
names of parties debarred, suspended, or otherwise excluded by agencies, as well as parties
declared ineligible under statutory or regulatory authority other than Executive Order 12549.

12. BYRD ANTI-LOBBYING AMENDMENT
(2 C.F.R. § 200.327 and Appendix II)

Vendors that apply or bid for an award exceeding $100,000 must file the required
certification. Each tier certifies to the tier above that it will not and has not used Federal
appropriated funds to pay any person or organization for influencing or attempting to
influence an officer or employee of any agency, a member of Congress, officer or employee
of Congress, or an employee of a member of Congress in connection with obtaining any
Federal contract, grant or any other award covered by 31 U.S.C. 1352. Each tier must also
disclose any lobbying with non-Federal funds that takes place in connection with obtaining
any Federal award. Such disclosures are forwarded from tier to tier up to the non—Federal
award.



13.

14.

PROCUREMENT OF RECOVERED MATERIALS
(2 C.F.R. § 200.327 and Appendix II; 2 C.F.R. § 200.323)

Vendor agrees that it and the State must comply with section 6002 of the Solid Waste
Disposal Act, as amended by the Resource Conservation and Recovery Act. The
requirements of Section 6002 include procuring only items designated in guidelines of the
Environmental Protection Agency (EPA) at 40 CFR part 247 that contain the highest
percentage of recovered materials practicable, consistent with maintaining a satisfactory level
of competition, where the purchase price of the item exceeds $10,000 or the value of the
quantity acquired during the preceding fiscal year exceeded $10,000; procuring solid waste
management services in a manner that maximizes energy and resource recovery; and
establishing an affirmative procurement program for procurement of recovered materials
identified in the EPA guidelines.

PROHIBITION ON CERTAIN TELECOMMUNICATIONS AND VIDEO
SURVEILLANCE SERVICES OR EQUIPMENT.
(2 C.F.R. § 200.327 and Appendix II; 2 CFR § 200.216)

Vendor and State agree that both are prohibited from obligating or expending funds under
this Contract to:

(1) Procure or obtain;

(2) Extend or renew a contract to procure or obtain; or

(3) Enter into a contract (or extend or renew a contract) to procure or obtain equipment,
services, or systems that uses covered telecommunications equipment or services as a
substantial or essential component of any system, or as critical technology as part of
any system. As described in Public Law 115-232, section 889, covered
telecommunications equipment is telecommunications equipment produced by
Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of
such entities).

(i) For the purpose of public safety, security of government facilities, physical
security surveillance of critical infrastructure, and other national security
purposes, video surveillance and telecommunications equipment produced by
Hytera Communications Corporation, Hangzhou Hikvision Digital
Technology Company, or Dahua Technology Company (or any subsidiary or
affiliate of such entities).

(ii) Telecommunications or video surveillance services provided by such entities
or using such equipment.

(iii) Telecommunications or video surveillance equipment or services produced or
provided by an entity that the Secretary of Defense, in consultation with the
Director of the National Intelligence or the Director of the Federal Bureau of
Investigation, reasonably believes to be an entity owned or controlled by, or
otherwise connected to, the government of a covered foreign country.



In implementing the prohibition under Public Law 115-232, section 839, subsection (f),
paragraph (1), heads of executive agencies administering loan, grant, or subsidy programs
shall prioritize available funding and technical support to assist affected businesses,
institutions and organizations as is reasonably necessary for those affected entities to
transition from covered communications equipment and services, to procure replacement
equipment and services, and to ensure that communications service to users and customers is

sustained.
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