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About this document
Purpose of document
This document should be used when installing the database encryption support
components for the Portrait Foundation DataMart.

Intended audience
System administrators installing support for DataMart encryption.

Related documents
Portrait Foundation DataMart Utility User Guide

Software release
Portrait Foundation release 4.4 or later
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1

Introduction
The default behaviour of the DataMart creation utility is to generate DataMart
tables with plain text primary keys and encrypted foreign keys. The DataMart
encryption components enable the DataMart creation utility to optionally create
an additional column with the primary key in its encrypted form. This allows joins
to be performed across tables where a foreign key relationship exists.
Support is provided for SQL Server 2008 R2 and 2012.
This guide should be used to install the components on a SQL Server database
server.
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2

Software installation
This software can only be installed on a computer that has SQL Server 2008 R2
or SQL Server 2012 installed and must be run locally.
The installation set, 32- or 64-bit, must match that of the SQL Server installation,
not of the underlying operating system. For example:
Operating system

SQL Server version

DataMart encryption

Windows 8 64-bit

SQL Server 2008 R2 32-bit

32-bit

Windows 7 32-bit

SQL Server 2008 R2 32-bit

32-bit

Windows 2008 R2

SQL Server 2008 R2 64-bit

64-bit

Windows 2012

SQL Server 2012 64-bit

64-bit

The software installer will install components on the local computer, including
updating the registry, and within SQL Server. The user installing the software
requires the necessary privileges for both.
First select the 32 or 64-bit installer, found in the folders Install32 or Install64,
respectively. The 32-bit installer is called setup.exe and the 64-bit installer
setup64.exe.
Double click on the appropriate setup program to start the installation.

Portrait Foundation

1.

After the welcome screen click Next.

2.

Accept the license agreement to proceed and click Next.

3.

At the Database Server dialog either select (local) for the default database
server instance or select a database server instance from the drop down list.
Choose windows authentication or server authentication, entering a login ID
and password for the latter and click Next.
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4.

A reminder that appropriate SQL Server privileges are required is displayed;
select Yes to continue or No to abort.

5.

When ready to install click on Install to start the installation.

6.

A progress bar indicates the progress of the installation process. When
installation is complete, a confirmation page appears. Click Finish to
complete the database install.
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DataMart portability
Under certain circumstances, you may wish to create a DataMart on one
database server, and then perform DataMart Updates on a different server.
In order for this to work correctly, both database servers must have previously
had this Software Installation run against them.
Further to this, you will need to ensure that when the copy of the DataMart has
been restored onto the new database server, the encryption assemblies must be
be reregistered. To do this, run the following stored procedure on the restored
DataMart database:
dbo.p_amc_dm_register_encryption_assemblies
and pass in the following string as its @p_assembly parameter value:
PortraitSQLEncryption.dll
If you see any errors reported, then you should check to ensure that the original
Encryption Installation was successful.
After this, you should be able to run a DataMart Update using either the UI or the
batch mode.
If you still encounter problems after trying the above, please contact Portrait
Support.
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